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ABSTRACT

Voice assistants have afforded users rich interaction opportunities
to access information and issue commands in a variety of contexts.
However, some users feel uneasy or creeped out by voice assistants,
leading to a decreased desire to use them. As there has yet to be
a comprehensive understanding of the factors that cause users to
perceive voice assistants as being creepy, this research developed
an empirical scale to measure the creepiness inherent in various
voice assistants. Utilizing prior scale creation methodologies, a
7-item Perceived Creepiness of Voice Assistants Scale (PCAS) was
created and validated. The scale measures how creepy a new voice
assistant would be for users of voice assistants. The scale was
developed to ensure that researchers and designers can evaluate
the next generation of voice assistants before such voice assistants
are released to the wider public.
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1 INTRODUCTION

From HAL 900 in Space Odessey to J.A.RV.LS in Iron Man, voice
assistants have long captured popular imagination, and raised
public concern due to their perception of creepiness. Today, voice
assistants are widely embedded in smartphones, smart speakers,
cars, and Internet of Things devices. In 2020, there were 4.2
billion voice assistant-enabled devices in use, and this number
is projected to grow to 8.4 billion by 2024 [39]. Voice assistants
enable handsfree interaction, which has made them valuable in
several contexts such as while cooking [74] or driving [41, 61].
They also lessen the cognitive load needed to track daily tasks
and make it easier for users to retrieve information [68]. Beyond
increased efficiency, voice assistants have also been found to
reduce depression, stimulate positive emotions, and generate
greater interest in engaging in physical activity [53].

The benefits that voice assistants provide to users will be
curtailed, however, if they, like other new technologies (e.g., robots
or self-driving cars), lead users to perceive them as being creepy.
Since their introduction, there has been much discourse about
the creepiness of voice assistants. For example, an Ask Reddit
thread soliciting creepy Alexa/Google Home stories generated
3.8k upvotes and 1.8k comments [6]. Notable media outlets
including the New York Times [69], The Economist [20], and
Rolling Stone magazine [18], have also reported on the creepy
nature of voice assistants. The Economist, for example, described
the lack of privacy inherent in voice assistants in smart speakers,
noting that "Using [them] is like casting a spell ... This hands-free
convenience has a cost: the speakers are constantly listening out for
commands". Only addressing privacy concerns, however, is not
sufficient, as recent research has found that broader perceptions
of creepiness mediate privacy concerns in intelligent personal
assistants [29]. While current voice assistants support remote
control-type functionality (e.g., "turn my light on"), improved
speech synthesis and language modelling techniques will enable
future voice assistants to support even more complex tasks [77].
However, advances in voice assistant functionality come at the risk
of introducing perceptions of creepiness, as the development of
synthesized voices [36] and error correction techniques [17] have
led to user perceptions of creepiness.
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Although there have been a few attempts in the research
literature to create scales that enable developers to empirically
measure creepiness, including the creepiness of technology [80]
and creepiness of situations [37], these scales do not capture the
nuances of voice assistant interfaces. For example, voice assistants
differ from GUI or text based technologies due to their “always on
nature’, the increased difficulties that arise while trying to correct
errors, their susceptibility to noise, and the anthropomorphic
effects that result from the voice tones, gender, and personalities
that they use and social roles they adopt.

Thus, similar to how Zwakman et al. developed the Voice
Usability Scale (VUS) [84] to supplant the use of the System
Usability Scale [12] for voice-based interfaces, the present research
developed the Perceived Creepy Assistant Scale (PCAS), to enable
designers to assess the factors that impact the creepiness of voice
assistants. The scale was developed following Boateng et als scale
development methodology [9], which is comprised of a review of
relevant literature to generate initial scale items, the creation and
refinement of a tentative scale via an Exploratory Factor Analysis,
and the validation of the final scale items via three user surveys.
This led to the following contributions:

o The PCAS scale, which enables developers and designers to
measure the perceived creepiness of voice assistants, and
thus ensure that newly developed voice assistants do not
induce perceptions of creepiness.

o The identification of four novel factors that influence the
perception of creepiness in voice assistants, i.e., control,
privacy, behavior, and value.

o Design guidelines that stem directly from the PCAS scale
items and should enable designers and developers to
circumvent the introduction of creepiness in the voice
assistants they are creating.

2 RELATED WORK

Of most relevance to the development of the PCAS scale was
research that sought to understand the construct of creepiness,
in addition to measurement tools that could be used to identify
creepiness, and research relating to the identification of the unique
attributes inherent in voice assistants.

2.1 Understanding the Construct of Creepiness

While creepiness is an understudied construct [19], it has begun to
attract greater research interest due to the increased prevalence of
new technologies within our day-to-day lives. The first empirical
investigation into creepiness as a psychological construct found
that unpredictability contributes to feelings of creepiness [44].
Further work by Watt et al. found that creepiness was associated
with unusual physical appearances and socially unacceptable
behaviors [75]. Creepiness has been further defined using the
Russel Circumference Model [71], which presented creepy
recommendations to users while measuring their emotional
responses. The creepy recommendations elicited responses
characterized by high arousal and low valence which positioned
creepiness next to negative constructs such as fear, nervousness,
annoyance, frustration, and distress. This research underscores
the importance of ensuring that experiences with voice assistants
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do not induce perceptions of creepiness, given creepiness’ close
relation to these negative emotions.

Creepiness has also been discussed in the context of Altman’s
idea of personal space and Nissenbaum’s theory of contextual
integrity [63]. Using these frameworks, Shklovski et al. identified
that creepiness arises due to a lack of "contextual integrity" that
breaches social norms, actions, or products and infringes or limits
control with overly sensitive privacy boundaries. The impact of
privacy concerns on creepiness was echoed in research on chatbots
and mobile app data privacy settings, which found that privacy
concerns drove perceptions of creepiness [55, 83]. In addition, in
research on mobile app data privacy settings, a model of creepiness
was presented where creepiness had a negative relationship to
perceived control, a positive relationship to privacy concerns, and a
negative relationship to disclosure comfort [83]. More recent work
by Seberger et al. [60] on creepiness in mobile apps has shown that
creepiness is an aspect of affective discomfort.

Creepiness has also been described as a result of the introduction
of new technologies [70]. In this context, the cause of creepiness
was due to using data or products in unexpected ways, pushing
against social norms, or exposing the misalignment between user
and corporate interests. In work by Wissinger et al., when users
were introduced to new technologies that induced perceptions
of creepiness, users evaluated the technologies in terms of a
creepiness vs convenience trade-off [78]. If the convenience of a
technology outweighed its creepiness, users would continue to use
the technology, demonstrating the role that value played in their
technology adoption. Contrasting this perspective, research has
also found that creepiness was rooted in the dispositions of an
observer to have higher levels of discomfort with ambiguity [19].
The subjectivity of creepiness based on the observer was also
supported by Smith et al. who found that gender differences
impacted the emotional response of participants to images of a
creepy male face and creepy female face [65]. Finally, perceptions
of creepiness have been studied in children [11, 81]. Yip et al.
uncovered five factors that contributed to children’s perception of
creepiness: deception, lack of control, mimicry, ominous physical
appearance, and unpredictability [81]. Within the present research,
we were motivated by findings that unpredictability, privacy
concerns, and violating social norms could lead to perceptions of
creepiness. While prior research has provided a critical foundation
to understand creepiness, the community lacks measurement tools
to assess creepiness within the domain of voice assistants.

2.2 Measuring Creepiness

Two tools have been developed to evaluate creepiness. The
Creepiness of Situation Scale (CRoSS) was developed to measure
the creepiness of situations in a broad context, including
everyday situations and new technologies [37]. With this scale,
creepiness was represented by the two-factor constructs of
emotional creepiness (i.e., the affective response that results from
unpredictable situations) and creepy ambiguity (i.e., the lack of
clarity about how to respond to such situations). More recently,
Wozniak et al. investigated the factors that contributed to initial
feelings of creepiness with new technologies and created the
8-item Perceived Creepy Technology Scale (PCTS) [80]. The PCTS
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identified how factors including implied malice (i.e., perceived
bad intentions), undesirability (i.e., the feeling of unease due to
inappropriate contexts), and unpredictability (i.e., an ability to
predict the actions of a technology or having a lack of control over
a technology) all contributed to the creepiness of new technologies.
These two scales identified multiple factors that define
creepiness within the context of a broad range of technologies and
situations. The CRoSS was developed using a video scenario of a
person having difficulty with their computer and receiving a call
immediately from a stranger offering help to fix their computer.
The PCTS was developed using prototypes of wearables and IoT
devices connected to a mobile device or computer (e.g., Fitbit
Flex 22). While the PCTS mentioned that voice assistants were
creepy, neither scale included voice assistants or voice-based
technologies as an apparatus in the user-facing stages of scale
development (i.e., focus groups, exploratory factor analysis, or scale
evaluation). Although the CRoSS and PCTS have been instrumental
in furthering our understanding of creepiness at the more general
levels of situations and technology, voice assistants have unique
characteristics that make them vulnerable to greater perceptions
of creepiness (e.g., anthropomorphic effects, increased privacy
concerns). As the literature is missing a cohesive exploration of
how these and other factors can be combined into a single scale
to enable researchers and designers to assess voice assistants for
perceived creepiness, the present work seeks to fill this gap.

2.3 Voice Assistant User Experiences

Murad et al. argued that interacting with a voice assistant is
notably different from interacting with a graphical user interface
(GUI) [51]. GUIs visually present most options to a user, while
with voice assistants, options must be specifically requested
(unless erroneous input is detected), which leads to discoverability
issues [13]. In contrast to GUIs, voice assistants also possess
human-like characteristics, often taking on personalities [10],
a name, or a gender. These attributes may contribute to users
assigning anthropomorphic characteristics to voice assistants
that are implemented within a conversational agent, computer,
or media [41, 56] or having emotional interactions with voice
assistants [72]. Voice assistants are also unique in their expansive
nature as they become integrated in more devices in people’s
homes (i.e., Siri in Roomba devices [49]) and serve as "central
control” devices in smart home ecosystems [25]. This integration
leads to greater opportunities for data collection and greater
privacy threats. Beyond functional differences, users have also
been found to perceive voice assistants differently, finding them
to be more personal, smarter, and more efficient than GUIs [42].
As these generalized scales for creepiness do not capture the
unique attributes of voice assistants, such as the anthropomorphic
attributes users ascribe to them and greater privacy risks, a new
scale is needed to evaluate the creepiness of voice assistants.

As voice assistants continue to become more functional
and advanced, they do so at the risk of inducing perceptions
of creepiness in users. Perceptions of creepiness have been
found in qualitative user feedback about the advanced
functionality of voice assistants today such as whispering
and self-correcting conversational dialogues [17, 52]. Exploratory
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research investigating futuristic possibilities for voice assistants
identified the desire for voice assistants to be more proactive,
personalized, and capable of serving multiple roles of a tool,
assistant, and friend [73]. While this functionality is beyond the
capabilities of voice assistants today, as we continue to develop
voice assistant technology that realizes this vision for voice
assistants, it is important to do so in a manner that circumvents
the introductions of perceptions of creepiness.

3 SCALE DEVELOPMENT METHODOLOGY

The development of the Perceived Creepy Assistant Scale (PCAS)
followed the process outlined by Boateng et al. [9], which consisted
of three phases (Figure 1): (1) Construct Definition and Item
Development, (2) Scale Development, and (3) Scale Evaluation.

As part of the Construct Definition and Item Development phase,
we defined the domain of the scale construct and generated an
initial series of scale items through a literature review and expert
interviews. This process ensured that the initial formulation of the
scale was well-founded. Next, in the Scale Development phase,
we identified the factor structure of the scale and reduced the
number of scale items through an Exploratory Factor Analysis.
This retained the most pertinent items. Finally, during the Scale
Evaluation phase, we confirmed the previously identified factor
structure through a test of dimensionality using a Confirmatory
Factor Analysis, assessed the validity and reliability of the scale
with a new sample population via a Differentiation by Known
Groups evaluation, assessed how similar the scale was to existing
scales via Convergent Validity testing, and ensured that scale results
would hold over time using a Test-Retest Reliability methodology.
Through these three validation steps, a 7-item Perceived Creepy
Assistant Scale (PCAS) was created and validated to ensure that it
could measure the perceptions of creepiness in voice assistants.

4 PHASE 1: CONSTRUCT DEFINITION AND
ITEM GENERATION

Generating a scale typically involves characterizing the construct
to be studied (i.e., creepiness) and developing a list of items that
represent it. As the goal of the Perceived Creepy Assistant Scale
was to measure initial user perceptions of creepiness in voice
assistants, the following definitions were adopted to concretize
the scale development process:

e Creepiness: “a potentially negative and uncomfortable
emotional response paired with perceptions of ambiguity
toward a person, technology or even during a situation” [37].

e Voice Assistant: “an artificial intelligence-powered computer
system that aims to imitate human intelligence while engaging
in realistic conversations with users” [21].

The scale development process focused on ensuring that the
resulting scale would capture the facets of voice assistants that lead
to them being perceived as creepy. As an abundance of research has
explored the complexity of voice-specific factors such as inflection,
pitch, tone [23, 34, 38]. Many voice assistants have a variety of
voices that can be used. Thus, the investigation into the role of
voice-specific factors may have on the perceptions of creepiness in
voice assistants was left for future work.
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Figure 1: Overview of the scale development process used to produce the PCAS, which was based on Boateng et al’s scale

development process [9].

According to Cronbach, content validity can be achieved by
generating representative items from a universal pool [16]. As such,
a literature review was conducted using the ACM Digital Library
and Google Scholar to identify possible scale items. A query on these
services using the search phrases "creepy” and "voice assistant”
returned 343 papers. Papers that used “creep” to describe social
media stalking and "creep” as a verb rather than as an adjective
were removed, resulting in 167 papers remaining in the dataset.

Two researchers reviewed the 167 papers and independently
extracted quotes that mentioned creepiness by searching for
the term. They also identified sections that discussed causes of
creepiness but did not directly use the term "creepy”. Using this
process, a corpus of 381 quotes was extracted. The extracted
quotes covered a range of topics including the study of creepiness
itself [80, 81], privacy issues with smart speakers and smart home
devices [1, 24], and the uncanny valley of social robots [22, 30]. For
example, an extracted quote from a study on children’s perceptions
of creepiness highlighted the role of ambiguous answers on
creepiness, i.e., "children noted that broad, non-specific answers to
difficult questions made the technology appear creepy because they
projected ambiguity" [81].

Three researchers open-coded the extracted quotes to identify
the facets of voice assistants that lead to them being perceived as
creepy. To develop the initial codes and codebook to classify the
extracted quotes, the researchers open coded a sample of 20% of the
extracted quotes and then discussed the resulting codes to refine
them. Two additional researchers then used the 19 refined codes to
code 15% of the quotes. The inter-rater reliability score (i.e., Cohen’s
Kappa) when coding this subset of quotes was 67%, indicating
that there was substantial agreement between the coders [45]. The
two coders then coded the remaining 85% of the quotes. After the
coding was complete, the quotes were grouped by code and the
extracted quotes were used to generate unique scale items for each
code, resulting in 51 initial scale items. As several of the codes
were semantically similar, the codes were then aggregated into
factors (e.g., uncanny valley appearance and physical appearance
were grouped into a single Aesthetics factor). Nine factors resulted
from this process (i.e., aesthetics, behavior, control, intention, privacy,
transparency, trust, value, and other; Appendix A).

4.1 Expert Feedback

As per Boateng et al’s recommendation [9], four experts were
recruited to provide feedback on the initial list of scale items. The
experts had extensive experience with voice assistants, creepiness
in technology, or next-generation user interface design (Table 1).
During interviews, each expert was shown the initial list of scale
items and was asked to provide feedback on the items and factors
and suggest any that they perceived to be missing,.

The experts highlighted several novel facets of creepiness in
voice assistants that were important to consider, further supporting
the need for a new scale specific to voice assistants. Two experts
mentioned control as being one of the most important factors. For
instance, E1 stated, “A lot of people want reactive control — e.g.,
stop doing that, but don’t want proactive control”. Two experts
also felt that device behavior was an important factor. E4 said
that the “behaviour of voice assistants is conversations and those
can be clunky and weird e.g., interruption, ask stupid questions, not
understand what the person is saying”.

This feedback, in addition to other comments from the experts,
was used to refine the list of scale items. Specifically, the feedback
from the experts led to 2 items being deleted, 7 items being refined,
39 new items being added, resulting in a total of 88 scale items. They
also recommended assigning the Transparency factor’s scale items
to the Privacy and Behaviour factors, which resulted in a reduction
in the total number of factors (e.g., from 9 to 8; Appendix B).

5 PHASE 2: SCALE DEVELOPMENT

To further refine the list of 88 scale items, we then designed and
conducted an online survey using Qualtrics XM (Appendix B)
to conduct an Exploratory Factor Analysis. The purpose of the
Exploratory Factor Analysis was to assess which of the 88 initial
items were valid measures of initial perceptions of creepiness in
voice assistants and develop an initial factor structure for the scale.
We targeted a sample size of 100-200 participants based on prior
recommendations for validating empirical scales [8, 43, 48]. 1

!Prior to conducting all of the studies, we received ethics approval from our
institutional IRB.



Creepy Assistant: Development and Validation of a Scale to Measure the Perceived Creepiness of Voice Assistants

CHI 23, April 23-28, 2023, Hamburg, Germany

Table 1: Overview of Experts Consulted about the Initial Scale Items.

Expert | Role Expertise Experience
1 Assistant Professor in HCI Creepy technology 14 years

2 Director of Design at Tech Company Voice assistants 25+ years

3 Adjunct Faculty in HCI Interaction design 25+ years

4 Research Engineer at Tech Company Voice assistants 17 years

5.1 Participants

One hundred and ninety-eight participants were recruited through
Amazon Mechanical Turk to complete the survey. Participants were
reimbursed $4 USD for completing the 20 minute survey. To be
eligible to complete the survey, participants needed to be located in
North America or the European Economic Union and be over the
age of 19. To ensure high quality responses, based on recommended
practices in HCI, participants were required to have completed over
1000 HITs on Turk and have a 95% successful completion rate for
HITs [26, 27]. We focused on these regions because they have the
highest penetration rates for smart speaker adoption [46].

The participant pool was selected such that 50% of the pool (n =
99) had experience with voice assistants and the other 50% of the
pool (n = 99) did not. Participant experience with voice assistants
was defined as anyone who had issued a command to a voice
assistant. Among the voice assistant experience group, participants’
average age was M = 39 (SD = 10 years) with ages ranging from 24
to 79. Within the voice assistant experience group, 69 participants
identified as male, and 30 participants identified as female. Among
the group without voice assistant experience, participants’ average
age was M = 38 (SD = 13 years) with ages ranging from 20 to
104. Within the voice assistant experience group, 66 participants
identified as male, 31 participants identified as female, 1 participant
identified as non-binary, and 1 participant did not disclose their
gender identity. One hundred and thirty-two participants were from
North America and 66 were from the European Economic Union.

5.2 Study Design

A 2x3 between-subject experimental design was used, wherein
participants with and without prior experience using voice
assistants were recruited and 3 creepy voice assistant scenarios
were developed to evaluate the survey items. Participants were
evenly split across the 2x3 experimental design, resulting in 33
participants per condition.

5.3 Survey

Participants were randomly assigned to read one of three scenarios
that described a voice assistant that varied in the level of creepiness
(Appendix C). The scenarios were designed based on the factors
and items resulting from the literature review and expert feedback
processes. Prior to running the study, a small pilot study was run

to ensure that the scenarios had varying degrees of creepiness.

Five participants recruited from our institution were asked to read
through each scenario and rate how creepy each scenario was
using a 5 point Likert scale. Scenario 1 received a mean creepiness
rating of 3.17 (SD = 0.69), Scenario 2 was rated 3.29 (SD = 1.03),
and Scenario 3 was rated 4.00 (SD = 0.63). The purpose of this pilot

was not to empirically validate how creepy the scenarios were, but
rather to show a trend that Scenario 3 was creepier than Scenario
2, and both were creepier than Scenario 1.

After reading one of the three scenarios, participants answered
88 7-point Likert scale items with the anchors “Strongly Disagree”
(1) and “Strongly Agree” (7). Participants were asked two attention
check questions. Those who failed to answer these questions
correctly were excluded from the analysis (i.e., 4 participants).

5.4 Exploratory Factor Analysis

The Exploratory Factor Analysis approach that was used by Mejia
and Yarosh [48], which employed a varimax rotation, was replicated
to understand the factors implicated in the creepiness of voice
assistants, as well as an analysis of the scree plots. The results and
plots identified a three-factor model. We then reduced low loading
items (i.e., below 0.40) [9], as well as items that loaded onto multiple
factors. Thus, the finalized scale was a unidimensional scale with
7-items. We further refined the items by optimizing the inter-item
reliability using Cronbach’s alpha, which resulted in an alpha of
0.903. The scale also had acceptable factor model fit parameters,
with a Root Mean Square Error of Approximation of 0.04 and a
Tucker Lewis Index (TLI) of 0.99.

5.5 The Resulting PCAS

The final Perceived Creepy Assistant Scale (PCAS) consisted of
7-items that captured the aspects that cause a voice assistant be
perceived as creepy (Table 2). When using the PCAS, respondents
would complete the PCAS scale items using a 7 point Likert scale
with anchors Strongly Disagree (1) to Strongly Agree (7) for each
survey item. The PCAS score would then be generated by summing
the response to each item on the scale, with a higher score indicating
a greater level of creepiness.

All items in the PCAS came from previously identified factors
about creepiness (but not creepiness with voice assistants) in the
literature review: control, privacy, intention, behavior, and value,
which can be seen in Appendix B. None of the items from the
literature review categories of transparency, and aesthetics or trust
were represented in the final PCAS because these items were
eliminated based on the expert feedback or the Exploratory Factor
Analysis, respectively, following the recommended process of
Boateng et al. [9].

6 PHASE 3: SCALE EVALUATION

After determining the PCAS’s theoretical structure, we proceeded
to evaluate the structure of the PCAS using Confirmatory Factor
Analysis [9]. Subsequently, we assessed the construct validity of
the scale through two experiments. In Experiment 1, we recruited
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Table 2: The PCAS is a unidimensional scale with seven items. The factor loadings for the items and Cronbach’s Alpha for the
scale were calculated using the results from the Scale Development Survey.

‘ Scale Items ‘ Loading ‘
Q1: I have minimal control when I use this voice assistant. 0.766
Q2: This voice assistant does things that are not in my best interest. 0.814
Q3: This voice assistant behaves in deceptive ways. 0.777
Q4: This voice assistant could be accidentally or unintentionally harmful towards users. 0.854
Q5: This voice assistant is collecting too much data about me. 0.774
Q6: The way this voice assistant behaves doesn’t follow social norms. 0.787
Q7: This voice assistant does not provide enough benefits to me to justify me using this voice assistant. | 0.791

‘ Scale Overall

| @=10.903 |

100 participants with an even split of participants with and without
voice assistant experience. However, during this experiment,
we found that the PCAS had a poor model fit for participants
without voice assistant experience, as these participants found all
voice assistants creepy, including the non-creepy one. Thus, in
Experiment 2, we recruited 100 participants with voice assistant
experience and validated the PCAS as a measurement tool for
initial perceptions of creepiness in voice assistants with people
who had prior experience with voice assistants.

Figure 2: Screenshot from a scene in one of the voice
assistant interaction videos.

6.1 Evaluation Stimuli

To validate the PCAS in Experiments 1 and 2, we followed the
process used by Wozniak et al. [80] and created two videos depicting
a person interacting with a voice assistant (Figure 2). The first video
portrayed a creepy futuristic voice assistant. To ensure that the
creepy video was creepy, the creepy video voice assistant used
self-correction and whispering out of context, which prior work
has found to be creepy [17, 52]. The second video portrayed a voice
assistant that mimicked the functionality that might be expected
from today’s voice assistants, e.g., asking the voice assistant to play
music. For consistency, both scripts were written to follow the same
plotline and included aspects of the scale items to evaluate each of
the seven scale items (Appendix D).

6.2 Experiment 1: PCAS Validation with Users
with and without Voice Assistant Experience

In Experiment 1, we conducted an online survey with 100
participants to determine the validity of the PCAS’ factor
structure using Confirmatory Factor Analysis, assess its ability to
Differentiate between ‘Known Groups’, and establish Convergent
Validity with related constructs to determine if the scale measures
perceptions of creepiness.

6.2.1  Participants. 